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1. Introduction 
Technological advancements and the profound reliance on inter-connected systems have revolutionized the way 
people conduct business on a daily basis.  The ability to access information with real time dashboard updates enables 
users to conveniently make decisions supporting improvement and accomplish tasks that usually involves 
communication or visit consuming time that may be allocated to other endeavors. The growing presence of smart 
devices empower connectivity of real time data acquisition for intelligent data management and analysis that benefit 
the users to access and share information [1].  Although this is advantageous to the user, at the same time, it opens the 
way for adversaries to exploit vulnerabilities within the cyber space without the need to gain local access to the 
network; vulnerabilities leading to compromise of integrity, validity and confidentiality ensues to detrimental 
consequences to both general public and organizations [2].  In addition to operating losses and brand degradations due 
to disruptions, some organizations may face high settlement charges and rigorous penalties from regulatory agencies, 
hence to avoid the causal effect they may choose covert options such as ransom payments to halt cyberattacks [3].  
The ability to secure from such interference is crucial to maintaining a vital and competitively advantageous 
organization, yet it derives trade off against other desired system attributes such as user-friendliness, efficiency, ease 
of use, etc., [4].  In this paper, we stress on cybersecurity issue in cyber manufacturing using notional financial security 
system example using attributes correlated with exploiting threats and threat-inhibiting systems. We generate and 
assess a system of systems (SoS) meta-architecture using SoS Explorer as an optimization tool to measure the 
effectiveness of security objectives on data confidentiality, integrity and availability; simultaneously we add resilience 
and affordability to ensure business continuity and minimize business damage by limiting the impact of cyber-attacks 
at economically viable posture [5].  Cybersecurity and information assurance in IT, regardless of the domain, contest 
about the central provisions of confidentiality, integrity and availability (CIA) expecting confidential and unchanged 
data yet, at the same time, access must be allocated to legitimate users to view or change data affecting or violating 
one or more attributes [18].  Digital manufacturing leverages the use of Internet of Things (IoT), cloud computing, 
robotics and artificial intelligence in achieving cost effective improvement in productivity.  This may, for example, 
lead to robotic arm exploitation of minuscule undetected defect, later extrapolated into catastrophic effects; hence, 
deeming a compressive cybersecurity mechanism imperative in digital manufacturing to secure from company 
operations disruptions, intellectual property, trade secrets, customer information, etc., [19]. To evaluate the 
effectiveness of the SoS Explorer, we considered financial cybersecurity constituents as threat inhibiting mechanisms 
(systems) that protect computer systems or cyber space against unauthorized access or attack (capabilities).  
Performance of threat inhibiting systems capabilities will be assessed through aforementioned five fuzzy Key 
Performance Attributes (KPAs) in terms of a single objective optimization ‘overall objective’ which serves as a SoS 
manager for the integrated system of systems to fulfill the specific purpose of cybersecurity. The SoS is centrally 
directed to realize the capability a system manager wishes to address by modifying the KPAs or their formulae to 
incorporate the vast solution space of potential participating systems, their interfaces and any changes of system 
characteristics [6].  This paper primarily focuses on the effectiveness of the fuzzy genetic algorithm made available 
through use of SoS Explorer and fuzzy inference system to generate and assess a meta-architecture for banking 
cybersecurity example.  Section 2 introduces background and related literature.  Section 3 provides the problem 
formulation and approach.  Section 4 defines the SoS Explorer results. Finally, conclusions and future research 
directions is conveyed section 5.  
2. Background 
To determine the crucial components for building a SoS requires the ability to identify the major issues or areas of 
concern for stakeholders exposing them to cybercrime and steps that should be taken to minimize the emerging 
cybercrime risks or threats, [7].  Human aspects of cybercrime is reviewed to determine the types of attacks while 
scrutinizing the root cause of the attacks as internal or external and identifying the number, severity and the cost 
associated with the type of attack to then recommend a securing mechanism more appropriate to the type of attack. 
The trend of connectivity and deployment of computers in digital manufacturing exposes vulnerability for an attack, 
thus calling for resistive designs or configurations and patches minimizing vulnerabilities and preserving security. In 
the notional domain of banking, common cybercrime will be categorized and consolidated into general terms to 
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include annoyance malicious attacks to more specialized and increase of severity attacks.  The types of attacks will be 
remarked as system capabilities our proposed defense mechanisms/systems will be securing from in achieving the 
SoS capability of ‘cybersecurity’ realized by grouping and allocating system interaction through interfaces to establish 
an emergent behavior increase in value as opposed to independent value added to the SoS.   
The literature presents various techniques to effectively generate a meta-architecture suitable to the problem 
solution space related to the type of system of systems category varying by the SoS manager degree of control over 
participating systems and the need to fulfill each of the contributing systems individual priorities.  An agent based 
model utilized for the acknowledged SoS is demonstrated in [8] for systems acting as independent entities allowing 
SoS negotiations between SoS manager and participating members.  Haris and Dagli [9] elaborate on architecture 
alternatives through use of genetic algorithm where fuzzy logic was used to determine the best fit of the multi-
dimensional key performance attributes requiring fuzzy rule changes in achieving results that mimic environmental 
effects.  Pape et al., [10] couples genetic algorithm with fuzzy logic allowing attribute evaluation on overlapping 
regions, meaning that the intersection of membership functions to assess the architecture is frequently ambiguous 
deeming gradations of the attributes as fuzzy, thus making it essential to utilize Fuzzy Inference System (FIS) in 
evaluating and assessing meta-architectures in a precise manner.  Agarwal et al. [11] utilize Flexible and Intelligent 
learning Architectures (FILA) for SoS to generate the initial architecture to then utilize a negotiation method with 
participating constituents in generating succeeding meta-architecture or next wave where SoS manager leverages 
deadline, performance and funding for participation.  Lesinksi, Corns and Dagli [12], similar to Pape, deploy genetic 
algorithm and type-1 fuzzy assessor to generate, evaluate and select a meta-architecture for a hypothetical Department 
of Defense (DoD) system of systems involving the integration of legacy system to produce a capability larger than the 
aggregation of independent constituent performance.  Methods defined by Pape [10] and Lesinski [12] serve as basis 
for the SoS Explorer where genetic algorithm of non-gradient descent optimization technique and the use of FIS rules 
support selecting meta-architectures for ambiguous key performance attributes that describe the effectiveness of the 
chromosome.   
3. Approach 
In this paper we utilize SoS Explorer architecting tool to provide an intuitive and interactive visualization using the 
supplied evolutionary algorithms enabling the user to produce “what-if” analysis of various scenarios using Flexible 
and Intelligent Learning Architectures-SoS wave model to guide the optimization process, [13].  As previously 
identified, we will be performing a single optimization of the overall objective by enhancing the attribute objectives 
that achieve a higher overall value calculating “Cybersecurity” in banking using a simple Self-Organizing Genetic 
Algorithm (SOGA) and complementing it with the type-1 Fuzzy Logic Toolbox in MATLAB© allowing for multiple 
evaluation scoring regions through use of overlapping membership functions and rules, [10-11].   SoS Exlporer genetic 
algorithm is coupled with fuzzy logic system to evaluate new fitness and select the survivors from the actual fitness 
to generate crisp assessment value for the overall objective of the meta-architecture.   
Input set includes potential participating constituents known as systems, system related characteristics and 
capabilities, possible system interfaces, and measured attributes.  Potential systems and associated capabilities are 
provided in table 1 represented by Boolean value of True indicating that the system advances the capability and False 
indicating the system fails to provide the capability.  There are 24 potential participating systems and 10 required 
capabilities where some of the systems are expanded into subsystems yet serving as constituents to demonstrate SoS 
Explorer’ ability in handling many-objective optimization presented as a set of systems and interfaces comprising the 
meta-architecture that maximizes the overall objective.  In our case, not all systems have the potential to interface 
with all other systems, but due to the large number of systems resulting in a 24x24 interface matrix of ones and zeroes, 
we chose to omit the table from this paper and make it available upon request.  System characteristics are predefined 
in a universe of discourse of 0 through 10 where 0 denotes poor performance and the upper bound denoting excellent 
performance.  Stouffer et al., [20] emphasizes common cybersecurity characteristics in digital manufacturing which 
include: 
– Identify: the ability to identify threats and vulnerabilities (built into constituents, hence omitted in notional 
banking example) 
– Protect: the ability to safeguard cyber space from attacks 
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– Detect: estimated time to detecting a cyber attack 
– Respond: estimated time to respond to a threat 
– Recover: estimated time to full recover 
Not only constituents are associated with distinct values of cybersecurity characteristics but they also come at 
distinct costs, accuracy, precision, mean time between failure, lifecycle, etc.  In this case we added costs as 
contributing factor to the SoS overall objective while extrapolating lifecycle costs into two categories as described:  
– Operational cost: total operational cost of participating system 
– IF Dev cost: the interface development cost from one system to another 
KPAs, illustrated and articulated in fig. 1, measure the performance of resource protection from unauthorized access 
using system characteristics as variables in the equations producing assessment values indicating the effectiveness of 
the meta-architecture; they are presented in a universe of discourse of 0 through 100, where lower bound denotes poor 
performance and upper bound denoting excellent performance.  Crisp KPA values will serve as inputs to the Fuzzy 
Inference System (FIS) integrated with the fitness function of the genetic algorithm, illustrated in fig. 2, to select an 
optimal SoS meta-architecture.  The FIS performs fuzzification of input variables; crisp KPA values undergo a 
fuzzifier for their overlapping membership functions to define the extent to which descriptions are provided 
(granularity) and controlled by FIS rules using operators (AND or OR) in the antecedents.  FIS rules represent the 
relation of input space to the output space by grouping multi-input to infer a single-output value.  Fuzzy rules are in 
the form of IF-THEN to map fuzzy inputs to fuzzy output offering power of flexibility that allow a consequent to be 
true to a degree thus interpreted as a fuzzy implication. In our example, we defined fuzzy sets to cover what we thought 
of as the essentials of input to output relationship by defining general rules mapping alike input membership functions 
to corresponding output function; if inputs and output are of similar granularity then a straightforward mapping leads 
to equate the number of rules to the number of granularity as a starting point.  Beyond this level, one must observe the 
shape and positions of membership functions and incorporate clustering techniques that specify the number of rules 
per class and enact parameter fine tuning by observing not only the relationship of entire input space to output, but 
also a three-dimensional relationship of two inputs to the output; this type of analysis will lead to extraction of clued-
up fuzzy rules signifying the imperatives of the problem space [21].  An aggregation is generated based on the rules 
of the overlapping membership functions to determine a fuzzy output, which is then defuzzified using centroid 
defuzzification to achieve a crisp architecture fitness value, [14].  In SoS Explorer, the meta-architecture is presented 
as a set of systems and interfaces yielding the chromosome depicted in fig. 3, presenting participating systems and 
interfaces with 1 and 0 otherwise.  The chromosome in our 24 system SoS is presented in 74 active bits out of 300, 
but in our example, not all 300 bits are considered feasible solution space as our problem doesn’t warrant collusion 
between all systems; some of the systems may interface with many other systems to complement the defense 
mechanism, but most of them are confined to few interfaces.   
 
























































































AM (Bitdefender) TRUE FALSE TRUE FALSE TRUE FALSE TRUE FALSE FALSE FALSE 
AM (McAfee) TRUE FALSE FALSE FALSE TRUE FALSE TRUE FALSE FALSE FALSE 
AM (Webroot) TRUE FALSE FALSE FALSE TRUE FALSE TRUE FALSE FALSE FALSE 
AM (Norton) TRUE TRUE TRUE FALSE TRUE FALSE TRUE FALSE FALSE FALSE 
AM (Kaspersky) TRUE FALSE FALSE FALSE TRUE FALSE TRUE FALSE FALSE FALSE 
AM (Avast) TRUE FALSE TRUE FALSE TRUE FALSE TRUE FALSE FALSE FALSE 
AM (ZoneAlarm) TRUE TRUE TRUE FALSE TRUE FALSE TRUE FALSE FALSE FALSE 
IDPS (WatchGuard-XTM) FALSE FALSE FALSE TRUE TRUE TRUE TRUE TRUE TRUE FALSE 
IDPS (WatchGuard) FALSE FALSE FALSE TRUE TRUE FALSE TRUE FALSE TRUE FALSE 
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IDPS (SonicWall) FALSE FALSE FALSE TRUE TRUE FALSE TRUE FALSE FALSE FALSE 
IDPS (Cisco) FALSE FALSE FALSE TRUE TRUE TRUE TRUE TRUE TRUE FALSE 
IDPS (Gateway) TRUE FALSE FALSE TRUE TRUE FALSE TRUE FALSE TRUE FALSE 
FW (Packet) FALSE FALSE TRUE FALSE TRUE TRUE FALSE FALSE FALSE FALSE 
FW (Circuit) FALSE FALSE TRUE FALSE TRUE TRUE FALSE FALSE FALSE FALSE 
FW (Stateful) FALSE FALSE TRUE FALSE TRUE TRUE TRUE FALSE FALSE FALSE 
FW (Proxy) FALSE FALSE TRUE FALSE TRUE TRUE TRUE FALSE TRUE FALSE 
FW (Next-Gen) FALSE FALSE TRUE FALSE TRUE TRUE TRUE TRUE TRUE FALSE 
Cryptography FALSE FALSE TRUE FALSE TRUE FALSE FALSE TRUE TRUE TRUE 
Multilevel Security FALSE FALSE TRUE FALSE TRUE FALSE FALSE TRUE TRUE TRUE 
Whitelisting FALSE FALSE TRUE FALSE FALSE TRUE FALSE TRUE TRUE TRUE 
User Account Control FALSE TRUE TRUE FALSE FALSE FALSE FALSE TRUE TRUE TRUE 
Auto-Backup FALSE FALSE FALSE FALSE FALSE TRUE FALSE TRUE TRUE FALSE 
Software Patching TRUE FALSE FALSE FALSE TRUE FALSE FALSE FALSE TRUE FALSE 
Training FALSE TRUE TRUE FALSE FALSE TRUE FALSE TRUE TRUE TRUE 
 
  




























    
Fig. 1. Cybersecurity SoS KPAs 
 
Measures the ability to protect the cyber space from unauthorized parties. This is calculated in 
terms of the selected systems and their ability to safeguard cyber space from threats in terms of 
performance 
Measures the ability to maintain consistency, accuracy and trustworthiness of cyber space.  This 
is calculated in terms of the selected systems and their ability to not only safeguard cyber space 
in terms of performance but to also identify cyber threats in terms of time 
Measures the ability for authorized parties to access cyber space; calculated in terms of 
selected systems and their ability to recover from a disastrous state.  
Measures the ability to continuously deliver the intended use despite adverse cyber events to the 
cyber space; calculated in terms of the ability to respond and recover from a cyber-attack 
Measures the lowest Life Cycle Cost (LCC) of implementing a given system in the meta-
architecture.  It is calculated by subtracting the sum of the selected systems ‘operational cost’ 
and the ‘IF dev cost’ by the total maximum cost of all systems and interfaces from 1 
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Participation 0 ………. 1 1 ……... 1 0 0 0 ………… 0 1 1 …………… 1 1 1 
Fig. 3.  Partial Chromosome Representation 
 
KPAs are assessed in terms of: systems, �(�, �)  =1 if the ith system is selected in chromosome X, meta-architecture, 
and 0 otherwise; interfaces,  �(�, �, �) = 1 if the ith and jth system have an interface in chromosome X, and 0 otherwise; 
system characteristics ����,� value of performance where ‘xxx,i’ indicates characteristic value for system i; variable δ 
to augment interfaces between active systems to the objective function; and other variables that correlate the tradeoff 
weight of system characteristic to contending objectives.  
 
Confidentiality Objective: = ∑ �(�, �) ∗ ��������,�
��
� ∏ [1 + ��(�, �)�(�, �, �)]
��
�      (1) 
Integrity Objective: = ∑ �(�, �) ∗ (���������,�
��
� + ��������,�) ∏ [1 + ��(�, �)�(�, �, �)]
��
�       (2) 
Availability Objective: = ∑ �(�, �) ∗ (��������,�
��
� − ���������,�) ∏ [1 + ��(�, �)�(�, �, �)]
��
�   (3) 
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Resilience Objective: = ∑ �(�, �) ∗ (���������,�
��
� + ���������,�) ∏ [� + ��(�, �)�(�, �, �)]
��
�   (4) 
Affordability Objective: = 1 − ∑ �(�, �) ∗ [������������ ����,�
��
��� + ∑ �(�, �, �)(��� ��� ����,�)]
��
�����   (5) 
Depending upon the nature of the problem, one may choose to measure effectiveness through corresponding 
characteristics enabling quantification that determines the change from whatever is considered a baseline or 
standard.  In this case, one may choose to deploy not only different characteristics values, but also parameter metrics 
that relate to security character; attribute measurements may correspond with one or more characteristics in different 
fashion, as opposed to linearity, to associate risks, impacts of security incidents, quantitative situational awareness, 
etc.  Regardless of the approach, common process of identifying essentials to be measured in an organized, 
manageable and meaningful way is crucial to cybersecurity measurement to properly allocate defense mechanism 
handling security concerns.  
4. Results 
The meta-architecture generated by SoS Explorer and selected as the preferred choice with the highest overall score 
using evolutionary algorithm and fuzzy assessor shows potential systems by circles defined by the name of the system, 
while connections between systems as interfaces.  Participating systems for the meta-architecture are darkened or 
filled and lines connecting those systems indicate selected interfaces comprising the chromosome that represents the 
optimal objective using the tool.  Figure 4 presents the Simple SOGA parameters where Initial population is defined 
by µ and the offspring is defined by λ, Pm defines the probability of mutation and Pc defines the probability of 
crossover, the KPA results with the SoS overall score, whereas the domain independent meta-architecture is presented 
in fig. 5.  
Meta-architecture is a result of how we formulate the problem and what characteristics, capabilities, constraints 
and measurement technique is applied to determine the relationship of input space parameter values to the output 
security objectives.  In our notional banking example we applied constraints that ensure feasibility where all the 
capabilities must be met while, at the same time, removing infeasible interfaces from the meta-architecture. Digital 
manufacturing cybersecurity optimization may facilitate in achieving a balance between productivity and security 
through demonstration of a system of systems tool, such as SoS Explorer, embracing various business dimensions.   
In some domains, constraints may be tailored to allow minimum participating systems from a specific cluster fulfilling 
the capabilities while eliminating non-statistically significant systems from participation; this optimization may 
require use of many-objectives models such as Non-dominated Sorting Genetic Algorithm (NSGA-III) or Many 
Objective Evolutionary Algorithms (MaOEA-DM) readily available in SoS Explorer [22].  Additionally, characteristic 
values play a crucial role in system participation selection, lifecycle cost, reliability and performance may, for 
example, leverage decision making of implementing new technologies that enable manufacturing operations to 
successfully integrate cybersecurity measures with functional objectives scrutinizing the need for resilience ensuring 











Fig. 4.  (a) Simple SOGA parameters; (b) KPA objective values; (c) Overall objective value 
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Fig. 5.  System of systems meta-architecture 
 
The meta-architecture depicted in fig. 5 presents a single objective optimization solution for the notional banking 
example through a centralized and directed system of systems with the ability to leverage control among the 
constituents to produce the big capability of cybersecurity.  The result suggests which of the participating systems 
influence the meta-architecture overall value which align with research by Ion, Reeder and Consolvo, [15] of best 
practices defining major contributing safety mechanisms to be software patching, cryptography and multilevel 
security.  To test the hypotheses of our findings with research, we note that removing these three systems and their 
interfaces led to a decrease of 11.8% in the overall objective. Once removed, we note that training defense mechanism 
is left as an independent system with no interactions to other systems, thus not augmenting emergence behavior to the 
SoS and therefore removed from the meta-architecture to realize that training was the next most influential system 
causing a decrease of 6.74% to the overall objective after removal of the initial three systems.  This supports security 
advise provided by [15-16] as humans being the weakest link, thus highest exploitation vulnerability, supporting the 
quote “Cybersecurity has to be something that’s ingrained into the way people think about new business opportunities 
and capabilities. It can’t be just something that the technology guys are going to fix.” [17]. 
5. Conclusions 
This paper was introduced to address digital manufacturing cybersecurity and applied to notional banking problem 
with the intention of not only determining cyber threats and defense systems, but mainly to present the application of 
SoS Explorer through a centralized and directed system of systems.  The main benefit of using SoS Explorer is the 
ability to determine which of the participating systems influences the meta-architecture overall value by manually 
selecting the system as participating or non-participating constituent and observing the change in the overall objective. 
This will instigate research of cybersecurity in digital manufacturing by eliciting requirements, defining system 
characteristics and using appropriate key performance parameters to scrutinize the technicalities and assess technology 
effectiveness.   
Additionally, we investigated the impact of changing FIS rules on the meta-architecture coming to find out that 
establishing higher quality rules will improve overall objective solution, thus recommending a more thorough 
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understanding and analysis of fuzzy system and the effect it has on the solution when used as a fitness function.  
Moreover, we’d like to recommend performing a “what-if” scenario by analyzing the effect the characteristics, 
capabilities and interface potentials have on the overall objective, and also experience integrating constraints that 
either reward or penalize system participation and their feasible interfaces.  
Project limitations include the lack of financial cyber-attack data and the effect such attacks have to the 
organizations; the assumption is that organizations believe that release of such information may produce long term 
lingering effects thus eliminating the opportunity of realizing and applying agile methodology in managing robust and 
proactively secure organizations. 
The focus of future work is to relax the linear additive value model for evaluating KPA objectives, include 
cybersecurity defense system machine learning and the ability to utilize SoS Explorer for time step analysis, continue 
improvement of the SoS’ overall capability by adding new potential systems with improved capabilities, and compare 
meta-architecture capability with other research papers to distinguish the effectiveness of the chromosome.  
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